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Purpose of the document

The purpose of this document is to establish the Rosclar Information Security Policy
with respect to the service provided by Rosclar involving the a3HRgo application, based
on the requirements set out in standard ISO/IEC 27001:2013.

Security objective

The objective is to make sure that all information related to the business processes set
out in the scope is handled securely and solely by authorised members of staff.

Thisis how we guarantee the confidentiality, integrity and availability of information
belonging to Rosclar customers.

Security
Physical protection of the service

The physical elements required to provide the service, such as the physical servers and
main storage systems, are redundant and configured for high availability, as appropriate,
depending on their nature. There are sufficient resources available to ensure that any
simple faults in hardware elements will not significantly affect the service while the
anomalies are present.
The physical infrastructure for hosting the Rosclar laaS service is housed in data centres
with the necessary specifications to ensure:

e the correcttemperature of the different hardware elements;

e appropriate environmental humidity;

e anenvironment free of contaminants such as suspended dust particles;

e uninterrupted power availability, even in the event of failure of the main power
supply;

e redundant communications with different operators;

e appropriate protection for events that could damage infrastructures, such as
fire;

e the necessary physical security in the buildings, rooms, corridors and panels,
with 24x7 access controls.
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Logical protection of the service

Unauthorised access to operating systems is prevented and updating is required to
correct any vulnerabilities detected; the appropriate technical security measures will be
provided.

Use of unauthorised applications that could invalidate the implemented security

measures will be restricted and monitored.
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Security linked to humanresources

It will be ensured that all employees, contractors and third parties understand their
responsibilities and are qualified to perform the duties corresponding to them; this will
also reduce the risk of theft, fraud and improper use of the resources made available.

It will be ensured that all employees, contractors and third parties are aware of the
threats and problems that affect information security and of their responsibilities and

obligations, and that they are trained to comply with the organisation’s security policy
while carrying on their usual work and to reduce the risk of human error. It will be
ensured that all employees, contractors and third parties leave the organisation or
change workstations in an orderly fashion and without compromising the organisation’s
security.

Policy on application log-in credentials

Below is a series of tests on all steps that affect the log-in credentials policy to ensure it

is secure, that passwords have the required complexity and that everything related to
account lockouts and inactive sessions is functioning properly.

HTTPS/SSL access

The image shows the settings for the HTTPS and SSL secure protocols on the servers.
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Password generation and management

Automatic password issue generates 10-character passwords in accordance with the
following pattern:

e The .NET method System.Web.Security.Membership.GeneratePassword is used
(https://msdn.microsoft.com/es-
es/library/system.web.security.membership.generatepassword(v=vs.110).aspx),
passing 7 and 1 as parameters (7 password characters and at least one non-
alphanumeric character).

e The non-alphanumeric character generated by the character “@” is replaced
(Regex.Replace(result, "[*0-9a-zA-Z]+", "@").

e “7wX” isadded at the end (to ensure there is always a number, lowercase letter
and uppercase letter).
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Random-password creation process test

The image shows the code that creates random passwords, as described above.

GeneratePassy
2. Empty;

= System.Web.Security.

Regex.Repl result,

Here is a sample of the email thatis sent:
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Im plemented password policy test

The image shows the code that governs the password complexity policy.
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User account lockout policy test.

The image shows the code that implements account lockouts and the required inactivity

time to execute it. 10
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Storing passwords hashed in database test

The image shows that passwords are not stored in the database in glaintextplain text but
are hashed forgreatersecurity.
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Inactive session policy test
The image shows the code that limits session inactivity time before the session is
considered to have expired.

onvalidateldentity

miinutes ]

regenerate Ldentity manager, user) =+ user.GeneratelserldentityAsync (manager))

wpireTimeSpan - romtinutes [ 20)

Our customer data back-up policy
As standard, back-up copies are made of the customer’s virtual infrastructure (virtual
hardware) using the snapshot method. These back-up copies make it possible to quickly
recover a machine.
The standard frequency with which back-up copies are made and how long they are
kept
is explained below:

e aback-up copy is made every night, using the snapshot method;

e back-up copiesare keptfor 14 days.

Communications and operations management
ROSCLAR 10



The security policy regarding communications and operations management is based on
the following elements:

ensuring the correct and secure functioning of information systems;
implementing and maintaining the appropriate level of information security in
the service provision, upholding consistency with any possible third-party
service agreements;

minimising the risk of system failures;
protecting software and information integrity;

maintaining the integrity and availability of information and information-
processing resources;

ensuring the protection of network information and support infrastructures;

avoiding the unauthorised disclosure, alteration, removal or destruction of
assets and interruption of customer activities;

maintaining the security of all information and software exchanged within the
organisation and with any third parties;

identifying any unauthorised information-processing activities.
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Business continuity plan

This plan sets out the necessary actions, and the parties responsible for performing
them, to enable the organisation to recover from serious incidents such as theft, fire,
earthquake, flood, etc., as quickly as possible.

These activities and the parties responsible for performing them are outside the scope
of this document, to avoid disclosing confidential information.

Security certificatesandaddedvalue

We have an ISMS (Information Security Management System) in accordance with the
the good practices set out in standard 1ISO 27000.

We are planning to obtain certification for standard UNE/ISO 27001 this year. We also
have members of staff who hold CCIE certification from ISACA.

Legal compliance

Rosclar complies with the current legislation and our processes and data are adapted t
the LOPD (Spanish Organic Law 15/1999 of 13 December on Personal Data Protection

(0]

and Royal Decree 1720/2007 of 21 December, approving the regulations to implement

the LOPD).
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